* |P Unblock

Update “Windows Update”, “Smart Scan Agent Pattern”

\ 4

“All disk scan” with Anti-Virus software

‘ 1. It can update “Windows Update”, “Smart Scan Agent Pattern” through
screenshot Ethernet when IP is blocked.

‘ 2. Must Use authorized Anti-Virus software > include : CrownStrike ~ Sophos -~
Mail to *CNC Trend Micro, recommend using Apexone(download)

‘ 3. Computer OS must be Windows 10

Unblock in 1~2 days *CNC(computer & Network Center)


https://kms.ntut.edu.tw/ca/

Update “Windows Update”

Settings > update&security > windwos update

Update “Smart Scan Agent Pattern”(Apexone)

/

Reserve this dialog box

/@ 1ReN0 | Apex One Security Agent

Windows Update
@ You're up to date
Last checked: Yesterday, 1:20 PM

Check for updates

Virus [ Malware
Since 4/2021 (Fri} 1750

Spyware /| Grayware
Since 4972021 (Fri} 1750

Scheduled Scan
Waakly on Mon at 23:00

Smart Scan Agent Pattern
w Lastupdate: 4242021

a b &

Protection Enabled

You are protected and your software is up to date

Enabled

16.675.00

Q

Scan

1.
Update

+<— Reserve this dialog box

Click and wait for finish

3




All disk scan

/@) 17ENe | Apex One Security Agent

Virus / Malware
Since 4/2021 (Fra) 1750

Spyware | Grayware
Since 4/6/2021 (Fri) 17-50

Scheduled Scan
Waakly on Mon at 23:00

Smart Scan Agent Pattern
Lastupdate: 4724/2021

6 b &

Protection Enabled

You are protected and your software is up to date

Enabled

16.675.00

Update

lick it



Manual Scan e Lo

Select folders 1o scan

Select all disk on PC

4G I My Computer
- [¥)ae Local Disk (C3)
41-{¥]  Local Disk (D:)
== DVD RW Drive (E:)
~{¥] o USB Drive (I:)
-|¥] & USB Drive (1)
- [¥] & USB Drive (K:)
—{¥] s USB Drive (L)

Click it

You can use PC when scanning, and don’t shutdown the PC, wait for the scan finish.



screenshot

Screenshot must have Windows Update, network card Info., Smart Scan Agent Pattern , scan history
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Status
Completed
Interrupted u
Completed
Completed
Completed
Completed
Completed

Completed

Scan Type
Schedule
Schedule
Schedule
Schedule
Schedule
Schedule
Schedule
Schedule

Scanned Obj
661083
383386
618546
617740
605252
651882
545930
570251

Network Connection Detais:
Property
Cornecton-specific ON. .
Desciiption
Physical Address
DHCP Enabled
P4 Address
|Pv4 Subnet Mask.
1Pv4 Defaul Galeway
|Pv4 DNS Servers

1Pv4 WINS Sesver
NetBIOS oves Tepip En.
Link-local IPv6 Address
1Pv6 Detauk Gateway
IPv6 DNS Server

Mius/Malware Spyware/Gra.

Smartscana
16.665.00
16.651.00
16.637.00
16.621.00
16.609.00
16.595.00
16.581.00
16.567.00

Value

Realtek PCle GBE Family Controler
CO-3F-D5813D-34

No

140124.141.225

255.255.255.0

140124.141.254

140124131

140124132

Yes
fe80::4d95:51d3 (3b1:6539%6

1818 14 4 Psge: |1

Virus pattem
NA
N/A
NA
NA
N/A
NA
N/A
NA

nem
Spyware patt.
2399

2397

2395

2393

2391

2389

2385

2383

2%

@ Windows Update

ERERBAIRRE
ERBE B 4/23/2021 1 924 PM

Windows 10 IhAEEHT + ARA 20H2

Windows 8] T —EZRARIMELREARLIE - aCEBFETENRR S8R (TH
RRg] -

TE¥2 | Apex One Security Agent

Protection Enabled

You are protected and your software is up to

Virus / Malware
Since 4/9/2021 (Fri) 17:50

Spyware / Grayware
Since 4/972021 (Fri) 17:50

Scheduled Scan
Weekly on Mon at23:00

Smart Scan Agent Pattern
Lastupdate: 4242021

16.675.00

a il

Must include the time



@ Open network card Info. dialog box

Settings > Network & Internet > Status > Change adapter options, and double-click "Ethernet” > details

Metwork Connection Details e

Metwork Connection Dietals:

Froperty Walue
Cornechon-specihc DN,
Dascnphion Realtek PCle GEE Family Controller
Phusical ddress CO-3F-D5-B1-A0-94
DHCF Enabled Mi
|Pvd Address w0124141.225 «—— Check this is your IP
[Pvd Subnet Mazk 255,295 2550
P4 Defauk Gatevway 140.124.141.254
[Pwd DNS Servers 140124131
140124132
[Fed WINS Seves

MetBI0S over TepipEn..  Yes

Link-local IPvE Addiess feBlk ;4495 142 F3b7 bETEE
|PvE Dafauk Gatevway

IFvE DS Server




@ Open scan history dialog box

Protection Enabled

You are protected and your software is up to date

Virus / Malware 0
Since 4/9/2021 (Fri) 17:50
Spyware | Grayware 0 Q

; Scan
Since 4192021 (Fn) 17:50
Scheduled Scan Enabled ?
Weekly on Mon at 23:00

Update

Smart Scan Agent Pattern 16.675.00
Lastupdate: 42472021

ao P
Click it [lgs ——?_0OX|

Range: Al n

Choose “Scan Operation” .

1818 |4 4 Page: 1 Ak M

‘ Start time End fime Status Scan Type Scanned Obj... MirusMalware Spyware/Gra.. Smartscan a.. MVrus pattern  Spyware patt.
41972021 (M... 4202021 (T.. Completed Schedule 661083 0 0 16.665.00 MiA 2399
I AM22021 (M. NIA Interrupted u., Schedule 323386 0 0 16.651.00 MiA 2397
.45.2021 (Mo... 482021 (Tu.. Completed Schedule 618546 0 0 16.637.00 MiA 2395
I 32972021 (M.. 3302021 (T Completed Schedule 617740 0 0 16.621.00 MNIA 2393
I 3/222021 (M.. 3/232021(T.. Completed Schedule 605252 0 0 16.609.00 MiA 2391
. INE2021 (M. 3162021 (T.. Completed Schedule 651882 0 0 16.595.00 MiA 2389
I 3/872021 (Mo... 382021 (Tu.. Completed Schedule 545930 0 0 16.581.00 MiA 2385
. 3N2021 (Mo... 322021 (Tu.. Completed Schedule 570251 0 0 16.567.00 MiA 2383
|
{log data only kept for 60 days) Close




e Mail to CNC

1. Login email for NTUT
2. Search your IP(ex. 140.124.131.111), find the mail.

FiE [ BERRIE" <t10631023 1@ ntut.edu tws 201083 HHI

FEE AR EHED - ETRIB R <nctlow_noreply@ntit edu tw=

ok SRR <+ trees | ot e du. tw>

Bl R <joey@otut edu tw>, "B EHRELERE dLABRE FZEE HERE" <dong@otut edu tws
it 2019 10 B 25 E8A EF 122038

FB: EEEA) [140.124.131. 243 <JERBIRTF(11802)> ErtB R .U0EERM BN, FEEEE

iR EBARRKARSE, SNHEODEZILER!

BiRHR 0T

ERIIP: 140.124.131.243 B 20191025 00:20:38 &L HERRB FEiE=iqg.
EREAEIEFRIRE, HEIGRI 7R B EE, BRI R ArIABEs -
BnEgEniEnaEalamR. STraFH L TERFERSRE

st Bl AR T NS, RSN EMA A Aoyl SR SR br. BRIl BT RER.
FRATH AIREFECA Aoy, R H B B i, ARRREaER

HEIHEHARESER IE SN ERRES, SasHEdn. BIEREFESE T HREE.
R T AT E TR
LSRR A Bl BhER .
PHEBASETEEUE.
3 F A PR BRI T -9 B RIS
I BEE T HEEEETRRE-hEEE, B S FEAEAEA.
32 AR REME TR ET Rt EM A T
IR TR ETEREERT. BERPHAEREN ARE HBRaESI AR %), BAREN.
4 EEFRSES, FREIZSERTFRUMAALRERERD, FnE AL,
SEFHETIPESFES, BT RENA RIS EEER .
6 B2020F 1 AL, HESEES Windows THERINA, FEEWR 10 (1803/LTsE)aL ) EhRAE, FHERERE.
TEEF A TCPView B S IR B IR T TS AR T k.



https://zcs3.ntut.edu.tw/

3. “forward” this mail.

4. Key in the content.

Zend Cancel Sawve Draft Ef: Options -

Ta: “BEREE <joeyi@intut.edu.bus ®

Cei joey@ntut.edu.tw
Subject: | Fusd: (PEREEHT) [140.124.131.243] GEFEET (11892) » EFHAOE=REEE, FEEEE
Choose the

screenshot

Serif /_le«tk PGIUBNI u = I, A A
student 1D (vour Student ]:Db

TP 1400124 3500 3000

Solution I Scan with Ant-Virus software.
Prevent in the future [ Scan with Anti-Virus software regulatly.

|
I
™
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i,
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[ .3
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Key in like this, replace
with your ID and IP

| (fontut. edu. tw=
Sent: Thursdajr March 12, 2020 &:08:10 P14

Subject: Fwd: (ij;j%;%m 140.124.131. 24332 B B E(11202)= AP LB LR EER » FREER

BEE: ERAGT D (- EZER S <netllow noreply@ntut. edu. tw=
KP4 2. vERETTE Y «+1na2 10721 P iehnt i b

5. Send it out Got the problem? Contact us, LINE : @081xduhj




